10.32394/pe/208660

U Venkatesh’, Varkey Nadakkavukaran Santhosh!, Ashoo Grover’, Om Prakash Bera®, Ashish
Joshi’, R Durga5

SYSTEMATIC QUALITY EVALUATION OF MOBILE HEALTH APPLICATIONS
USING SELENIUM WEB SCRAPING APPROACH

'Department of Community Medicine & Family Medicine, All India Institute of Medical
Sciences, Gorakhpur, Uttar Pradesh, India

“Implementation Research, Indian Council of Medical Research, Ansari Nagar, New Delhi,

India
3Civil Registration and Vital Statistics, Global Health Advocacy Incubator (GHAI),
Washington, USA
“Public health, University of Memphis School of Public Health, Memphis, USA

SDepartment of Dentistry, All India Institute of Medical Sciences, Gorakhpur, Uttar Pradesh,

India



ABSTRACT

BACKGROUND. Mobile health applications have emerged as powerful tools for improving
public health, but their rapid proliferation raises concerns regarding quality, effectiveness, and
security.

OBJECTIVE. This study aimed to systematically evaluate the quality of health applications
on the Google Play Store in India, focusing on physical, mental, and social health domains.
MATERIAL AND METHODS. Python and Selenium-based web scraping approach was used
to extracted data available from the Indian version of Google Play Store using domain-specific
keywords. Applications were screened based on preset criteria. The Mobile App Development
and Assessment Guide (MAG) was used to evaluate the application quality across eight
domains. Kruskal-Wallis test and partial least squares regression analysis were used for
analysis.

RESULTS. From 866 applications, 322 met eligibility criteria (182 physical, 84 mental, 56
social health). Commercial organizations dominated development. Social health applications
demonstrated higher download volumes and superior quality across multiple MAG domains,
with higher overall scores (35.18 + 12.05) compared to physical (26.95 = 11.27) and mental
health applications (26.25 £1 1.62). Quality metrics influenced user ratings differently across
health domains, with weak correlation between MAG scores and ratings for physical health
applications.

CONCLUSIONS. The study reveals significant variability in mHealth application quality,
with concerning deficiencies in privacy and security. Findings highlight the need for enhanced

regulatory oversight and quality standards in India's evolving digital health ecosystem.
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INTRODUCTION

The World Health Organization (WHO) defines mobile health (mHealth) as the use of
smartphones, sensors, personal digital assistants, wireless monitoring devices, or other wireless
technologies for public health and medical practice (1). It has emerged as a powerful tool to
enhance and streamline healthcare delivery across diverse populations. Mobile applications,
specifically designed to run on smartphones or tablets, serve multiple healthcare functions, from
promoting health and preventing diseases to assisting individuals with chronic illnesses in
managing their conditions and improving treatment adherence (2). The ubiquity of smartphones
has transformed these devices into highly accessible and cost-effective platforms for healthcare
delivery and research. Their widespread adoption across different ages, races, and
socioeconomic statuses enables researchers and healthcare providers to reach diverse
population samples inexpensively (3).

The mHealth market demonstrates remarkable growth potential, with projections
indicating a compound annual growth rate of 17.6% from 2021 to 2028 (4). This expansion has
been further accelerated by the COVID-19 pandemic, which significantly increased downloads
and usage of various mHealth applications (5). Contemporary health applications offer diverse
features, including tracking physical activity, monitoring dietary habits, supporting mental
health, and enhancing social interactions (6). Smartphone and internet penetration in India have
surged, with rural internet users reaching over 425 million, enabling digital health interventions
(7). Leveraging mHealth, can enhance healthcare access by delivering preventive and curative
services remotely. Its scalability, cost-effectiveness, and ability to provide real-time health
monitoring make it particularly effective in underserved rural regions.

Mental and physical health apps are essential tools for promoting healthy behaviours,
managing chronic conditions, and improving overall wellbeing through accessible,
personalized interventions (8). These apps empower users to monitor, track, and enhance their
physical fitness and mental resilience, making them integral components of digital health
solutions (9). Social health was included under the broad category of mHealth apps because
social connectedness and support are critical determinants of overall health and wellbeing (10).
Mobile health apps targeting social engagement can effectively reduce isolation and enhance
health outcomes, justifying their inclusion in this study (11,12).

However, the rapid proliferation of mHealth applications raises critical concerns
regarding their quality, effectiveness, and security. The absence of standardized evaluation

creates a significant gap in literature in assessing the multi-dimensional aspects of these



applications, particularly in their practical healthcare applications (13). This is especially
relevant in emerging markets like India, where smartphone penetration continues to increase
rapidly while regulatory oversight of digital health solutions remains in development (14).

Health applications collect and process extensive user data, from physiological
parameters like heart rate to behavioral metrics such as sleep patterns, food intake, and physical
activity. While this data collection enables personalized health interventions, it simultaneously
raises important questions about data privacy and security protocols (15). The fragmented
nature of application development, with contributions from commercial organizations, public
institutions, and individual developers, necessitates comprehensive quality assessment to guide
users toward high quality digital health solutions. This fragmentation in the health app
ecosystem makes it crucial to assess application quality using standardized tools (16).

In India, Android smartphones dominate the mobile device market, with over 95%
market share compared to 10OS devices (17). This overwhelming preference for Android is
driven by the availability of affordable handsets across various price points, making them
accessible to a broader segment of the population across diverse socioeconomic backgrounds.
Given this predominance of Android usage among Indians, the present study strategically
focused on analyzing health applications available on the Google Play Store rather than Apple's
10S Store (18). This targeted approach allowed us to evaluate the digital health solutions most
relevant and accessible to the majority of Indian users. This study aims to systematically
evaluate the quality of health applications available on the Indian version of Google Play Store,
with a specific focus on features supporting physical, mental, and social health domains. A
Python and Selenium-based web scraping methodology will be employed to extract relevant

data, facilitating a structured assessment of these applications.

METHODOLOGY

Study design and ethical considerations. The current study was observational in
design and received ethical approval from the Institutional Ethics Committee (Reference
Number: IHEC/AHMS-GKP/BMR/109/2022; Date: 23-04-2022) prior to commencement of
data extraction and analysis.

Search strategy. A systematic approach was adopted to evaluate the quality of health
applications available on the Indian version of Google Play Store, with specific focus on
physical, mental, and social health domains. The keywords were extracted through a
comprehensive literature review conducted using the PubMed database. Relevant articles

pertaining to digital health, mHealth, and related interventions were identified, and domain-
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specific terms related to physical, mental, and social health were manually collated from articles
to generate a comprehensive list. Table 1. presents the domain specific keywords used in the
study.

Data extraction. All Google Play Store searches were conducted without authentication
to a Google account to minimize algorithm bias and personalization effects (19). Google Play
Store organizes and displays app ratings, reviews, and related metadata based on the user’s
country-specific Play Store version. In this study, data were extracted exclusively from the
Indian version of the Google Play Store using a device and IP address located in India (20). The
data extraction process employed automated web scraping techniques utilizing Python
programming language with the Selenium library. Custom-developed bots were programmed
to systematically extract application data from the Google Play Store at specified intervals. This
method was chosen over manual extraction to ensure consistency, minimize human error, and
enable efficient collection of large volumes of data at regular intervals. Manual methods would
have been time-consuming, prone to inconsistencies, and impractical for maintaining up-to-
date datasets across numerous applications. Automated bots allowed for systematic,
reproducible, and scalable data gathering, which was essential for the study’s accuracy and
reliability. For each keyword search, the first 30 applications were included in the dataset to
provide a representative sample of available applications within each health domain. This
automated data extraction process was carried out over a period of 3 months, with bots
programmed to retrieve data at weekly intervals to capture updates and changes in app
information.

The following parameters were extracted for each application: application name,
developer information, release date, last update timestamp, number of downloads, application
category, application description, and average user ratings of the applications. All extracted data
was organized and stored in a spreadsheet for subsequent analysis. The data extraction process
was started on May 1%, 2024 and was completed on July 30, 2024.

Screening criteria. All the duplicates were removed from the organized spreadsheet.
Two independent reviewers performed screening of the applications, evaluating the names,
descriptions, screenshots, videos, and supplementary information available on the Play Store
landing pages. Any disagreements between reviewers were resolved through discussion, and if
consensus was not reached, a third reviewer adjudicated the final decision. Applications were
included in the final analysis if they met three specific criteria: relevance to physical, mental,

or social health domains, application updated within the last three years and presence of user



ratings and reviews. Applications were excluded if they were not available in English language
or if they were primarily designed for donations or clinical trial recruitment.

Quality assessment. The quality of the selected mobile health applications was
evaluated using the validated Mobile App Development and Assessment Guide (MAG) (21).
This standardized tool enabled objective evaluation of various application parameters including
usability, functionality, reliability, and content quality. MAG is an effective tool for the quality
evaluation of health applications based on previous research (21-23). MAG was selected for
this study instead of the more commonly used Mobile App Rating Scale (MARS) due to its
broader scope and greater relevance to current health app evaluation demands. While MARS
focuses on engagement, functionality, aesthetics, and information quality, MAG offers a more
comprehensive framework consisting of eight distinct criteria specifically designed to address
key aspects of application quality (21).

The quality assessment was conducted independently by two experts in digital health.
These experts were not involved in the data extraction process. Each expert assessed all selected
applications using the MAG framework to ensure comprehensive and reliable evaluation. To
maintain objectivity and minimize bias, the assessment process was conducted in a blinded
manner, with each expert evaluating the applications independently without prior discussion of
their findings. The final MAG scores for each application were calculated by taking the average
of the scores provided by both experts across all assessment criteria.

The MAG framework encompasses eight domains: Usability (14 items) evaluates ease
of use, functionality, and accessibility; Privacy (14 items) examines user data handling, terms
of service, and consent mechanisms; Security (9 items) assesses encryption, password
management, and cybersecurity measures; Appropriateness and Suitability (2 items) evaluates
benefit explanation and expert involvement; Transparency and Content (2 items) ensures
scientific evidence use and ethical adherence; Safety (7 items) identifies potential risks and
compliance with medical standards; Technical Support and Updates (2 items) addresses update
impacts on data integrity and technical support availability; and Technology (4 items) assesses
performance, resource usage, and data recovery mechanisms. The scoring methodology
employed a binary scale where each item was scored as "Yes" (1 point) or "No" (0 points). Total
scores for each application were calculated by summing scores across all eight domains, with a
maximum possible score of 54 representing highest quality and a minimum possible score of 0
indicating lowest quality.

Data analysis. The data analysis process began with data cleaning where missing data

were handled through exclusion. Descriptive statistics (frequency, percentage, and mean)
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summarized key attributes of the applications and MAG scores. The Shapiro-Wilk test
confirmed non-normal data distribution, necessitating a non-parametric Kruskal-Wallis test for
comparing mean MAG scores across application types. Partial Least Squares regression (PLS)
analysis was employed since there was a significant multicollinearity among independent
variables and a non-normal data distribution. Separate PLS analyses were conducted for each
app category with average user rating as the dependent variable and developer type, last update,
number of downloads, total number of ratings, and MAG domain scores as independent

variables. The level of significance was set at P < 0.05.

RESULTS

A total of 866 applications were initially retrieved from the Google Play Store. After
removing 494 duplicates, 358 unique applications proceeded to the screening stage. Following
the application of exclusion criteria related to relevance, recency of updates, and language
availability, 322 applications met the eligibility criteria and were included in the final
assessment. Of these, 182 (56.5%) focused on physical health, 84 (26.1%) on mental health,
and 56 (17.4%) on social health. (Figure 1).

General characteristics of the included applications. Majority of health applications
were developed by commercial organizations (96.1% physical, 94.0% mental, 96.5% social),
with minimal contributions from public institutions and individual developers. None of the
included applications were developed by academic or research institutes. Most applications had
been updated within the last year (97.3% physical, 98.8% mental, 94.7% social). Social health
applications demonstrated the highest proportion of downloads exceeding 10 million (43.8%),
compared to physical (8.8%) and mental health applications (2.4%). Majority of applications
across all health domains received high user ratings between 4-5 stars (75.3% physical, 77.4%
mental, 69.6% social) (Table 2).

Quality Assessment Using MAG. Social health applications were consistently rated
higher when compared to both physical and mental health applications across most MAG
domains. The mean total MAG score for social health applications (35.18 + 12.05) was
significantly higher than scores for physical health applications (26.95 + 11.27) and mental
health applications (26.25 + 11.62).

In the domain-specific analysis, social health applications demonstrated significantly
higher scores in usability (6.47 £ 1.69), privacy (11.07 £ 4.04), security (7.00 = 2.56),
appropriateness and suitability (1.53 + 0.66), transparency and content (1.33 + 0.79), and
technical support and updates (1.14 £ 0.93) compared to both physical and mental health
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applications. However, no significant differences were observed in the safety domain (P=0.100)
and technology domain (P=0.622) across the three app categories (Table 3).

Factors influencing average user ratings. PLS regression analysis of health app
ratings reveals distinct influences across categories. For physical health applications, average
user ratings show weak positive relationship with number of downloads (r = 0.118) and total
user ratings (r = 0.113), while a negative coefficient for last update (r = -0.112) suggests
outdated applications receive lower ratings. However, the model explains only 10% of rating
variance (R? =0.10). In mental health applications, technology (r = 0.451) and appropriateness
(r=0.410) scores strongly predict higher ratings, whereas safety (r = -0.270) and privacy
(r = -0.192) concerns negatively impact perceptions. With R? = 0.26, these factors explain a
greater share of variance. For social health applications, application downloads (r = 0.210)
positively influence ratings, but technology (r = -0.136) and safety (r = -0.103) concerns lower

them, with an R? of 0.23 (Table 4).
DISCUSSION

Digital health-based interventions enhance healthcare accessibility, enable real-time
monitoring, and facilitate personalized disease management. Their integration improves health
outcomes by optimizing early diagnosis, treatment adherence, and remote patient care (24). The
current study reveals significant variations in the quality of mHealth applications available on
the Google Play Store in India. It offers insights into the present state of the mHealth ecosystem
across physical, mental, and social health domains. The findings have important implications
for users, developers, healthcare providers, and regulatory bodies.

The overwhelming dominance of commercial organizations in the development of
health applications across all three domains reflects the market-driven nature of the mHealth
landscape in India. These applications were developed specific for Indian users. This
commercial orientation reflects global trends where profit-driven entities play a key role in
advancing digital health innovation (25). The limited involvement of public institutions
represents a missed opportunity for governments and healthcare systems to influence the quality
and accessibility of digital health solutions, especially considering that National Digital Health
Mission of India emphasizes leveraging technology to improve healthcare delivery (26). The
high frequency of application updates observed across all categories suggests active
maintenance efforts by developers. This might reflect the competitive nature of rapidly evolving
digital health market in India, where maintaining technological relevance is crucial for user

retention (27).



In the present study the download patterns revealed striking differences across health
domains. The social health applications demonstrated significantly higher download volumes,
with almost half of the applications (43.8%) exceeding 10 million downloads compared to
physical and mental health applications. This disparity may reflect the broader appeal of social
connectivity features and the potential stigma associated with dedicated mental health
applications in the Indian cultural context (28). The observed download distribution pattern in
this study is consistent with the findings of Wang et al., who identified social attributes, source
credibility, and legal considerations as key factors influencing user behaviour within the social
dimension (29). The present study observed that despite lower download volumes, mental and
physical health applications maintained high user ratings, with over 75% receiving 4-5 stars.
This requires further investigation, as it suggests that while these applications reach smaller
audiences, they potentially deliver satisfactory experiences to their specific user bases.
Understanding healthcare customer needs is essential for successfully positioning and
sustaining this large markets (30).

Social health applications demonstrated superior quality across multiple MAG domains,
particularly in usability, privacy, security, and content transparency. Their higher overall scores
may be attributed to the inherent focus on user engagement and data sharing that characterizes
social platforms, necessitating robust privacy and security measures. This finding aligns with
research indicating that digital interventions incorporating social support often employ more
refined user experience designs and robust security measures compared to applications focusing
solely on individual health management (31). The superior performance might also reflect the
competitive landscape of social media platforms that has established higher baseline standards
for user interface design and data protection (32).

Despite their prevalence, physical and mental health applications exhibited concerning
quality gaps, particularly in privacy and security domains. This finding resonates with Huckvale
et al., who identified similar deficiencies in depression and smoking cessation applications,
with 81% transmitted data for advertising and marketing purposes (33). Such deficiencies raise
significant concerns given the sensitive nature of health data processed by these applications.
The pattern of lower quality scores in privacy and security domains observed across all
application categories underscores a pervasive challenge in the mHealth ecosystem, suggesting
potential regulatory gaps in the Indian digital health landscape.

The PLS regression analysis performed in the study revealed that quality metrics
influence user ratings differently across health domains. For mental health applications,

technology features and appropriateness significantly predicted higher user ratings, suggesting
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that users prioritize functionality and relevance when evaluating mental health tools. However,
safety and privacy concerns showed negative correlations with ratings, potentially indicating
limited user awareness regarding these critical aspects. This finding aligns with previous
research indicating that mental health applications users often prioritize immediate utility over
privacy considerations (34).

The weak correlation between MAG quality scores and user ratings for physical health
applications suggests a potential disconnect between user perception and objective quality
metrics. This phenomenon has been documented in studies indicating that user ratings often
reflect subjective experiences rather than objective quality criteria (35,36). For social health
applications, the positive influence of download numbers on ratings may indicate network
effects, where perceived value increases with broader adoption. However, the negative impact
of technology and safety concerns on ratings demonstrates that social health applications users
remain sensitive to performance and security issues.

A key strength of this study is its robust methodology, integrating automated data
extraction with structured quality assessment. Web scraping enabled unbiased data collection,
while the validated MAG framework ensured objective, multidimensional evaluation.

Limitations and future directions. The present study has certain limitations. It assesses
only applications from the Google Play Store, excluding iOS applications, though Android
users form the majority of the smartphone market in India. While the MAG framework provides
a comprehensive evaluation, its binary scoring system may not capture subtle variations in
application quality. Future research should address these limitations by incorporating cross-
platform studies including both Android and i1OS applications. This would provide more
comprehensive insights into the broader mHealth ecosystem. Additionally, investigating
applications available in regional Indian languages would enhance understanding of digital
health accessibility across diverse linguistic communities. Qualitative studies focussing on
objective quality metrics with user feedback could further elucidate the relationship between
application quality and user satisfaction.

This study highlights the need for stronger regulations in health applications
development and distribution in India. Significant quality variations, particularly in privacy and
security, suggest self-regulation is insufficient. Certification mechanisms or quality standards
could help guide users and encourage developers to prioritize evidence-based design and data

protection.

10



CONCLUSION

The present study provides a comprehensive assessment of the quality landscape of
health applications available on the Google Play Store in India, with specific focus on physical,
mental, and social health domains. The findings reveal significant variability in application
quality, with social health applications demonstrating superior performance across multiple
quality dimensions compared to physical and mental health counterparts. The concerning
deficiencies identified in privacy and security domains across application categories highlight
the need for enhanced regulatory oversight and quality standards in the rapidly evolving Indian
digital health ecosystem. As mHealth expands, systematic quality evaluation is crucial for
guiding users to secure digital health solutions and providing developers with clear benchmarks

for improvement.
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Table 1. Domain-specific keywords derived from literature review.

Exercise, Physical Health, Fitness, Health, Weight Loss, Diet, Wellness,
Workout, Healthy Lifestyle, Physical Activity, Health Education, Health

Physical Health ~ Monitor, Calorie Tracker, Weight Management, Physical Fitness, Nutrition
Guide, Health Assessment, Fitness Coaching, Health Tips, Healthy Eating,
Physical Wellness, Healthy Habits, Yoga, Physical Health

Mental Health, Stress, Self-Care, Self-Improvement, Meditation, Sleep,

Mental health Mindfulness, Stress Management, Psychoeducation, Mental Wellbeing

Social Health, Social Wellbeing, Social Support, Social Engagement, Social

ial Health . . . .. . .
peeli Interaction, Social Wellness, Social Connectivity, Social Hub, Communication
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Table 2. Comparison of the key attributes of the selected applications in various

domains (N = 322).
. Physical health Mental Social health
Key attributes n = 182 (%) llealth n =56 (%)
n = 84 (%)
Developer type
Public Institution 2 (1.1%) 3 (3.6%) 0 (0%)
Commercial Organization 175 (96.1%) 79 (94.0%) 55 (96.5%)
Individual 5(2.8%) 2 (2.4%) 1 (1.8%)
Last Update
Within 1 year 177 (97.3%) 83 (98.8%) 54 (94.7%)
Within 1-2 years 2 (1.1%) 1 (1.2%) 2 (3.5%)
Within 2-3 years 3 (1.6%) 0 (0%) 0 (0%)
Number of Downloads
less than 1000 7 (3.8%) 1 (1.2%) 2 (3.5%)
1000 — 10,000 13 (7.2%) 18 (21.4%) 10 (17.5%)
10,000 — 100,000 36(19.8%) 21 (25.0%) 7 (12.3%)
> 100,000 — 1,000,000 57 (31.3%) 33 (39.3%) 7 (12.3%)
> 1,000,000 — 10,000,000 53 (29.1%) 9 (10.7%) 5 (8.8%)
> 10,000,000 16 (8.8%) 2 (2.4%) 25 (43.8%)
Average user ratings
<3 4 (2.2%) 1 (1.2%) 2 (3.6%)
3-<4 41 (22.5%) 18 (21.4%) 15 (26.8%)
4-<5 137 (75.3%) 65 (77.4%) 39 (69.6%)

All values are expressed as frequency with percentages (in parentheses).
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Table 3. Comparison of the mean scores of various domains of MAG.

. Physical Mental Social H P-value
MAG domains health health health
Usability 4.74+1.46° 438+146° 647+£1.69 59.69 0.001*
Privacy 9.44+424*  943+461* 11.07+4.04 9.73 0.001*
Security 474+3.42°  440+3.00° 7.00+2.56 28.84  0.001*
1 %
Appropriateness and 116£053 126054 153+066 2042 0001
suitability
Transparency and content 0.95+0.84*°  1.01+0.77° 133+0.79 977 0.008*
Safety 2.76 £2.23 248+198 3.68+3.19 461 0.100%*
1 *
Technical support and 0.42 + 0 80" 0.46 + 0 80" 114+ 0.93 32.70 0.001
updates
Technology 273+ 1.12 273+124 295+089 095 0.622
. 26.25+ 35.18 + 24.10  0.001*
Total Score 26.95+11.27 11.62° 12.05

MAG- Mobile App Development and Assessment Guide; All values are expressed as mean + standard
deviation. The statistical test used: Mann-Whitney post hoc test following a significant Kruskal-Wallis
test; *P < 0.05 is considered a statistically significant association. Lowercase letter “a” indicates that post
hoc test is statistically significant with the social health group (in the row).
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Table 4. PLS regression coefficients showing impact of app characteristics and
quality metrics on average user ratings across health app categories

Physical Mental Social Health
Independent Variables Health Health App App
App
Application characteristics
Developer type 0.030 -0.100 -0.098
Last update -0.112 0.000 -0.139
Number of downloads 0.118 0.136 0.210
Total number of user ratings 0.113 0.056 0.104
MAG domains
Usability 0.029 0.152 0.101
Privacy -0.021 -0.192 0.060
Security -0.017 -0.005 0.013
Appropriateness and suitability 0.016 0.410 0.051
Transparency and content 0.056 -0.085 -0.030
Safety 0.012 -0.270 -0.103
Technical support and updates -0.030 -0.106 -0.070
Technology -0.054 0.451 -0.136
Total score -0.010 -0.175 -0.098
Model R’ 0.10 0.26 0.23

PLS - Partial Least Squares, Independent variable: Average user ratings, Positive
coefficients suggest positive influence on average ratings, while negative coefficients
indicate negative impact.
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Identification of applications via Google Play Store

Applications included for review
(n=322)
Physical Health (n=182)
Mental Health (n=84)
Social Health (n=56)

)
c Applications retrieved from I
'g Google play store using the Appllca}tlorns removed before
© s _—> screening:
o specific keywords from Duplicate applications (n=494)
’.E literature (n=866) P PP
o
3
N’
Inclusion Criteria:
¢ Related to physical health (e.g., fitness,
nutrition), Mental health (e.g., meditation,
therapy), or social health (e.g., social
Applications screened (n=358) —_—> support, community engagement)
o Updated within the last three years
e Presence of user ratings and reviews.
e Available in English
o
[=
c
@
o
o
(7]
Reports assessed for eligibility > Applications excluded
(n=322) (n=36)
N’/

Figure 1. Flow diagram showing the data extraction methods for the applications from Google

Play store.
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